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1. Overview

The ATCE (Automated Transfer Credit Evaluator) Tool is a standalone full stack web application
starter template for startup companies looking to have a SaaS model.

The tool comes with a working full stack web application template written using the Flask python
web framework.

The website includes the important base features for full stack SaaS applications.

The starter template (atce-webapp.zip) comes with the following resources:
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The files included in the templates section are the html files for the different website pages.

The app.py file is the main driver for the Flask application and deals with the backend setup with
the SQLAIchemy which is currently setup to support user login/registration.

The login/registration setup includes html pages for both login + registration and allows a user to
create an account with an email and password. The current implementation performs actions



such as checking to make sure no duplicate accounts are made and all input provided for the
forms are error checked.

The files in the static folder deal with the separated styling using css, scripting using javascript
and images (logo for business which in this case is the florida tech panther). The atce.js file is
the current software/protected tool on the starter template.



2. Running the Web Application

Given that the starter template comes as a standalone full stack Flask application it can be run
locally in a few steps.

Simply navigate to the project directory in this case we will use the name “atce-webapp.zip” and
run the following command:

$ python3 app.py
You shall see the following output displayed in the terminal:

(venv) %n@%m %1~ %# python3 app.py
* Serving Flask app 'app'
* Debug mode: on

* Running on http://127.0.0.1:5000
Press CTRL+C to quit

* Restarting with stat
* Debugger is active!
* Debugger PIN: 955-763-190

Now you may navigate to http://127.0.0.1:5000/ to see the website displayed.

@ ATCETool Catalogs Docs AboutFIT  Login  Register Apply Now

Streamline Your Transfer to
Florida Tech

Discover how your credits align with our programs using our Automated Transfer Credit
Evaluator (ATCE). Take the first step towards your future at Florida Institute of
Technology.

Get StartEd

@ NEW: Schedule a virtual campus tour today! @



3. Starter Template Website Features
Below demonstrates the current implemented features of the website pages/Ul currently.

/index

ATCETool Catalogs Docs AboutFIT  Login  Register Apply Now

Streamline Your Transfer to
Florida Tech

Discover how your credits align with our programs using our Automated Transfer Credit
Evaluator (ATCE). Take the first step towards your future at Florida Institute of
Technology.

@ NEW: Schedule a virtual campus tour today! @

/about

Home  ATCE Tool Catalogs Docs Apply Now

About Florida Institute of Technology

Our History

Founded in 1958, Florida Institute of Technology has grown from its origins as "Brevard Engineering College" to become a comprehensive, research-
intensive national university with a focus on science, technology, engineering, and mathematics (STEM).

Academic Excellence

Florida Tech offers more than 200 degree programs at the bachelor's, master's, and doctoral levels. Our rigorous curriculum is designed to challenge
students and prepare them for successful careers in rapidly evolving fields.

@ NEW: Schedule a virtual campus tour today! @

/docs



Home Docs  ATCETool  AboutFIT

Documentation

First Semester

Task Due Date Documents

Plan Sep 4 Plan, Presentation

Milestone 1 Sep 30 Requirement, Design, Test, Presentation, Progress Evaluation
Milestone 2 Oct 28 View Presentation, Progress Evaluation

Milestone 3 Nov 25 View Presentation, Progress Evaluation

Second Semester

Task Due Date Documents

Dlan Can 1 \liaw Dlan Dracantatinn
/login

ATCE Tool  Catalogs  Docs Apply Now

LogIn

Username
Password

B Remember Me

LogIn

Don't have an account?

[register



/atce (protected route)

ATCE Tool  Catalogs

Username

Password

Confirm Password

Register

ATCE Tool  Catalogs

Please logintoa

Username

Password

B Remember Me

Docs

Docs

Apply Now

Apply Now




ATCE Tool Catalogs Docs About FIT

Automated Transfer Credit Evaluator
(ATCE)

=

Drag and drop your transcript file here

or

Choose File

Supported formats: PDF, TXT

© 2024 Florida Institute of Technology

These images demonstrate the current state of the website along with the currently
implemented features that come with the atce-webapp.zip file.
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4. Steps on How to Modify the Template

Given that this is the template for a full stack web application the user may want to edit/modify
the existing files/structure for their own tool/company.

In order to modify the company image you would swap out the file located at
[static/images/logo.svg with the desired company logo.

In order to modify the existing protected software/tool on the website you would swap out the file
located at /static/js/atce.js.

In order to modify the webpages you would navigate to /templates and change the html pages
based on your company's branding.

In order to change backend configurations/routing and database setup you would navigate to
the app.py file.

Through modifying the files in these locations the user shall be able to use the template to
create a full stack web application for their company.



5. Security Testing Results
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The results shown below are the testing results after using Burp Suite to fuzz the login page on

the website:
Purpose Input
Normal test admin, user1
Long input a...a(1000+ chars)

Special characters

$$5588, <>1@#$%"&*()

SQL Injection

'OR 1=1--, admin'--

NoSQL Injection

{"$ne": null}

XSS Injection

<script>alert(1)</script>

Unicode

aA—H—

Whitespace

\tadmin\t

Path traversal

./..letc/passwd

Null byte admin%00

Quotes/brackets o

Empty

Command injection && /bin/sh\0;

Burp Suite /login Fuzzing Results

Input # Input Result/Output

01 (User + | admin Normal (Login unsuccessful. Please check
Pass) username and password.)

02 (User + [aaa ... aaa (1000 a’s) Normal (Login unsuccessful. Please check
Pass) username and password.)

03 (User + | $$$$%% Normal (Login unsuccessful. Please check
Pass) username and password.)

04 (User + | <>!@#$%"&*() Normal (Login unsuccessful. Please check
Pass) username and password.)
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Pass)

05 (User + ['OR 1=1--, admin'--

Normal (Login unsuccessful. Please check
username and password.)

06 (User + | {"$ne": null}
Pass)

Normal (Login unsuccessful. Please check
username and password.)

Pass)

07 (User + | <script>alert(1)</script>

Normal (Login unsuccessful. Please check
username and password.)

08 (User + | 1—#H—
Pass)

Normal (Login unsuccessful. Please check
username and password.)

09 (User + [ \tadmin\t
Pass)

Normal (Login unsuccessful. Please check
username and password.)

Pass)

10 (User + | ../../etc/passwd

Normal (Login unsuccessful. Please check
username and password.)

11 (User + | admin%00
Pass)

Normal (Login unsuccessful. Please check
username and password.)

12 (User+ |“
Pass)

“Please fill out this field.” displayed properly

13 (User + [ && /bin/sh\0;
Pass)

Normal (Login unsuccessful. Please check
username and password.)

The image shown below displays the results upon testing the web application with OWASP

ZAP’s automated scan:

es0 Untitled Session - ZAP 2.16.1
Standard Mode (=] ERCEIEES = == === YA % @ @e @@
@ Sites + ; " Quick Start #*  =» Request  ¢= Response Y Requester ==
ey
5 comess Automated Scan ZAP.
[£] Default Context Checkmarx
@ This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’.
Please be aware that you should only attack applications that you have been specifically been given permission to test.
URL to attack: http://127.0.0.1:5000 v | @ Select...
Use traditional spider: [/]
Use ajax spider: If Modern ~  with  Firefox v
4 Attack Stop
Progress: Manually stopped
= History  © Search  [¥Alerts & Output 3% Spider 3 AJAX Spider ==
@e s ¢ Full details of any selected alert will be displayed here.
Alerts (10) You can manually add alerts by right clicking on the relevant line in the history and selecting 'Add alert'.
-l Absence of Anti-CSRF Tokens (4)
U Content Security Policy (CSP) Header Not Set (11) You can also edit existing alerts by double clicking on them.

"l Missing Anti-clickjacking Header (8)

! Cookie without SameSite Attribute (4)

- Server Leaks Version Information via "Server" HTTP Res
1l X-Content-Type-Options Header Missing (23)

"8l Authentication Request Identified

" Modern Web Application (6)

|Fl Session Management Response Identified (17)

["Ul User Controllable HTML Element Attribute (Potential X

<
Alerts B0 (U3 U3 FM4 Main Proxv: localhost-8093 Current Status £50 &0 A 0 @0 0 %0 %0 @0 0 @0
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